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Abstract first type of round, the college for the next round was drawn

by lot from the current electoral college. In the second type

This paper discusses the protocol used for electing theof round, the current college elected the next college, and
Doge of Venice between 1268 and the end of the Republievery oligarch in the next college had to be approved by
in 1797. We will show that it has some useful properties that a certain minimum number of members of the current col-
in addition to being interesting in themselves, also sugges lege. The college sizes and minimum number of approvals
that its fundamental design principle is worth investiggti ~ required in each round are given in Tableridenotes the
for application to leader election protocols in computeirsc  size of the entire electorate.
ence. For example, it gives some opportunities to minori-
ties while ensuring that more popular candidates are more

likely to win, and offers some resistance to corruption of ~ Table 1. College sizes and minimum approval
voters. numbers

_The most obvious feature of this protpcol is thatitis com- Round| type size of college _approvals
plicated and would have taken a long time to carry out. We 1 ot o —
will also advance a hypothesis as to why it is so compli- 2 lot 30 _
cated, and describe a simplified protocol with very similar 3 election 9 7
properties. 4 lot 40 _

5 election 12 9

6 lot 25 -

1. Introduction: the protocol 7 election 9 7

8 lot 45 -

The 1268 protocol for the election of the Doge of Venice 9 election 11 9
was used with only minor changes for over five centuries,| 10 election 41 25

until the fall of the Venetian Republic in 1797. Descripton
of the protocol appear in books by Tappan ([19] pp.51-54)

and Norwich ([15] pp.166-167). o . modern mind as ridiculous”. However, in this paper we will
The protocol was in ten rounds, the first nine of which e 5 case that it has some properties that are not ridicu-

produced an electoral college for Fhe next round. The col- lous, and that make its general principle—that of repegted|

lege for the first round was the entire electorate—the mem-qqycing an electoral college by lot and then increasing it b

bers of the Great Council of oligarchs aged 30 or over. NO g|gction—worth investigating for application in leadeze!

two members of the same family were allowed in the same ;5 hrotocols in computer science. We will show that the

college. Each round was one of two different types. In the ,10c0] offers opportunities to minorities while ensigrin

Norwich [15] remarks that this protocol “strikes the
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election protocol, under some simplifying assumptions on or because of a common security loophole can be sure to
voter preferences. We investigate the probability that-a mi gain leadership. As a result of the degree of similarity of
nority Doge is elected, the probability that different faot modern computer systems and their configurations, it is not
are forced to negotiate, the optimum faction size for a voter unreasonable to assume that some security attacks will be
to belong to, and the resilience of the protocol, comparing successful on a majority, but not all, of the voters. Cledrly
the performance of the protocol with that of some other is sensible that candidates supported by many voters should
leader election protocols. We also report experimental re-be more likely to become leader than candidates supported
sults on the emergence of compromise candidates. by few voters. However, if there is a nonzero probability

The protocol is randomized, in the sense that if an elec- that a minority candidate is elected, then such an attadk wil
tion is held twice with the same candidates and same votemot succeed every time.
preferences, two different candidates may win (butitisnot  This points to a general resilience property for voting
purely random—popular candidates have a better chance oprotocols: if an attacker wishes to have a probability attlea
winning than unpopular ones.) Standard criteria for judgin ¢ of obtaining a required result, what proportion of the vot-
election methods are in general not suitable for randomizeders does the attacker need to corrupt to ensure this? This
protocols. Section 4 generalizes several criteria to makeresilience property is one of several properties consilere
them more suitable for judging randomized protocols, and in the next section.
applies these to the protocol.

. The sgpsequent sections take a c_Ioser IooI_< at th.e.historg_ Analysis

ical specifics of the protocol’s operation. Section 5 inivest
gates the issue of incumbent bias, using historical data on
the protocol’s performance. Section 6 is concerned with the
choice of college sizes and minimal approval numbers in
the protocol. Section 7 describes an attack on the protocol
in the way that it was originally carried out in Venice, which

is however straightforward to protect against with today’s
technology.

Finally, Section 8 discusses the most obvious feature of
the protocol: that it is very complicated. We argue that hav-
ing a complicated and lengthy protocol for the election of
the Doge might have been beneficial as “security theatre”
We describe a simplified protocol with very similar proper-
ties, for applications in which complexity is not valuable.

This section investigates some properties of the protocol
for the election of the Doge. The protocol was certainly
not designed with exact knowledge of these probabilistic
properties, because probability was not well understood in
the 13" century. However, one can make a reasonable case
that the oligarchs of Venice may have intended similar prop-
erties to hold, and evolved the protocol by trial and error
until they did. Simpler versions of the protocol were used
to elect the Doge before 1268, and the day-to-day business
of Venice was carried out by committees of various sizes
"drawn by lot or elected from electoral colleges of various
sizes, so the oligarchs had considerable experience of the
results of these operations.

2. Leader election protocols 3.1. Related work

Several computer science protocols require a step in As far as we are aware, just two other papers investi-
which one computer, or one process, is elected by the sys-gate the mathematical properties of the protocol. Line$ [11
tem as the leader. For example, this may be used to maintairiscusses approval voting, which is the method of voting
consensus in asynchronous systems [9] or for recovery af-used in each round which increased the college size, and
ter a network partition [6, 13]. In general the electing com- in the final round. Candidates for the next college (or for
puters or processes are not mutually trustworthy. Althoughthe Dogeship, in the case of the final round) were proposed,
several more complex election procedures have been sugand a ballot was held in which the current college mem-
gested in order to ensure efficiency or deal with crashes (seders signalled either their approval or disapproval of each
e.g. [1]), less attention has been paid to the problem of un-candidate, with no limit on how many candidates they ap-
trustworthiness, and in practice the election is often doneproved or disapproved. Candidates receiving the required
by simple majority voting. The leader plays an important minimum number of approval votes joined the next college.
part in the protocol, and may have more security privileges If not enough candidates received the minimum, the college
or denial-of-service opportunities than non-leaders. Ai-ma  repeated the process, holding another ballot.
cious computer owner might therefore attempt to subvertor  Lines points out that provided the votes are performed
corrupt other electing computers in order to make a systemconcurrently for each candidate, this system has the advan-
under his control the leader in the protocol. tage over single-vote systems that there is no need for tac-

Simple majority voting has the drawback that an attacker tical voting: supporters of minority candidates can approv
who corrupts just over half the voters with a virus attack them without increasing the likelihood that candidates tha



they dislike will be elected. If on the other hand each can- of the Venetian Republic was 532. However, by compar-
didate is considered by the college in turn, Lines points out ing the list of Doges supplied by Norwich ([15], pp.641-2)
that tactical voting may be necessary. In 1268 the proto- with the data on the membership of the Great Council sup-
col specified that each candidate was considered in turn, buplied by Raines ([16], Appendix 1) it can be seen that 70 of
concurrent voting was introduced at a later date—it is not the 75 Doges elected using this protocol came from fami-
clear exactly when. lies who had a seat on the Great Council in 1297. This is
In fact, there is a case (described in [15] p.300) in which particularly striking given that according to Raines, 22.8

tactical voting allegedly determined the outcome of one of these families had died out by 1400. Moreover, over a
election for Doge. In 1423 Francesco Foscari, an underdogthird of the 75 Doges came from the select group of twenty-
candidate, received 17 approval votes out of 41 in the ninthfour families which were traditionally considered to be the
ballot by the final college and 26 approval votes in the tenth founding families of Venice. (In fact, they came from just
ballot, thus winning the election. It was claimed that his thirteen of these families.)

supporters had engineered this win by voting in earlier bal-  Apart from the dominance of a few families, another rea-
lots for a candidate that no-one wanted, thus enticing sther son why there might be few candidates in practice is that the
to vote for Foscari, and then suddenly switching their votes Dogeship was not necessarily a very enviable position. The
Presumably in 1423 concurrent voting had not yet been in- Doge had to pay state expenses from his own pocket. There
troduced. were laws strictly limiting his actions and ensuring that he
Coggins and Perali [4] look at the minimum approval could not profit financially from his role.

numbers used in the protocol. They point out the remark-  Thjs has a parallel in leader election protocols for com-
able fact that 25 igxactlythe minimum approval number  pyters; the computer that wins the election will tend to have
that should be chosen for the final round in order to make tg contribute more resources to the operation of the prétoco
the protocol satisfy Cablin and Nalebuff’s 64% majority for which it is leader than non-leader computers do.

rule [3]. This has the effect that, under some plausible as- |yterestingly, if an oligarch thought that there was a dan-
sumptions on the way that the voters form their preferences,ger that he might be elected Doge against his wishes, there
there will not be any other oligarch who could have gained is a strategy that he could follow to try to ensure that he
this number of approvals if he had stood against the selecteddid notbecome Doge which is quite similar to the strategy
Doge in a two-candidate election by the final college, and y, 1)ocome Doge. In both cases, he should collect as large
that the selected Doge is the only oligarch satisfying this ; ¢5tion as he could. In all colleges but the final one, his
property. faction would vote for other members of the same faction.

_ Neither Lines nor Coggins and Perali have an explana-Thg only difference is in the final college, where his faction
tion why the protocol should have more than two rounds— \\,5.id vote for him if he wished to be Doge, and for some-

one using lot-drawing, to make it to impossible for those ,.q else if he did not wish to be Doge. However, in this

interested in influencing the result (by bribing electoos, f paper we will assume that if an oligarch has a (non-empty)

example) to forecast the membership of the final college, t5tion supporting him, then he does wish to become Doge.
and one using election, to take into account the views of the In order to avoid speculating on the results of negotia-

electorate. tions between different factions, we will initially limihe
analysis to the case where the electorate can be divided into
just two factions, each supporting a different candidatd; a
that voters do not move between one faction and the other
One of the assumptions that we will make for the analy- during the election process. We will further assume that if
sis is that there would be few candidates in an election for the number of members of one of the factions in a particular
Doge. Theoretically the number of candidates was equal toelectoral college is more than the minimum approval num-
the number of voters—any oligarch could become Doge. In ber for the election by this college, then the members of this
practice, however, voters clustered in factions suppgrin  faction will elect as many members of the same faction as
particular oligarch for Doge. Indeed, the 75 Doges elected possible to the next college; and if on the other hand the
in the five centuries in which this protocol was used have number of members of each of the factions in the college is
only 44 surnames between them, demonstrating the domi-smaller than the minimum approval number, then the pro-
nance of a relatively small number of powerful families. portion of the members of the different factions in the next
The number of families of oligarchs in Venice in the late college is chosen to be as close as possible to the proportion
Thirteenth Century was 206. In 1297 the list of these fami- in the current college. (We need to make some assumption
lies was “closed”, making it rarer for new families to obtain about what happens in this last case, because if neither fac-
the right to sit on the Great Council. The total number of tion has the minimum number of approvals required then
families in the Great Council between that date and the endthe two factions have to negotiate to decide the membership

3.2. Assumptions for the analysis



of the next college. In Subsection 3.5 we will explore how
likely it is that this situation will occur.)

To be precise, suppose the faction with most members

in the current electoral college hgs such members, and

f members in total, and that the sizes of the current col-
lege and the next college argc’, with ¢ > ¢. Write f,

for the number of members of this faction that are elected
to the next college. Iff; is greater than or equal to the
minimum approvals number for the current college, then
we assume thafo = min{f,c'}, and if f; is less then
the minimum approvals number then we assume fhat
min{f, | f1 - ¢'/c|} with probability 1 — frac(fi - ¢'/c),

fo = min{f, [ f1- ¢ /c]} with probability frac(f1 - ¢/c),
wherefrac denotes the fractional part.

We assume that the final college chooses a Doge who has’=™

the approval of a majority of the college.
Finally, in the absence of information on the distribution
of family sizes, we will ignore effects arising from the rule

that no two members of a college could be from the same

family.

Clearly this protocol can be applied for any number of
voters over 44. We will investigate its properties when the
number of voters i, which is assumed to be over 44,
When we have to choose some valuerfon order to plot a
figure, we will choose the value 480, which was the number
of Venetian oligarchs in 1268.

3.3. Effect of a single round

Under the assumptions introduced in the previous sub-

section, for any round of the protocol before the final round
it is possible to calculate precisely the probability disir
tion of the number of members of a faction in the next col-
lege, given the probability distribution for the college fo
this round.

Let ¢, ¢’ be the sizes of the current college and the next
college. Letn be the size of the total electorate afide the
total number of members in the faction, and fox i < f
letp,, p} be the probabilities that the current college and the
next college respectively contain exactlynembers of the
faction.

First, suppose that the round is of lot type. Then(fat

i < f,p,is equal to
N(c—1J b
i)\ —i)"

()

Now suppose the round is of election type. Writg:)
(which depends om, m, f,c andc’ as well asi) as short-
hand for the set of integerssatisfying

>

i=i

n—m <j<min{m, f},|cj/c] =i

Thenp] is equal to

min{n—m,f} min{m,f}—1
pj + Z frac(c'j/c)p;
7=0 j=n—m-+1
if i =0,
5 S (- fraeldife);

frac(dj/c)p; +
JEN(4) JEN(i—1)

if 0 <i<min{f,c},

/
dovit > wi Y, (- fracdj/o)p;

FEN(k),k>i JEN(i—1)

if i =min{f,c'}, andp, =0if ¢ <i < f.

The effect of the final round can also be calculated ex-
actly. Suppose that for al0 < i < f), p; denotes the
probability that the faction has exactlynembers in the fi-
nal college, and s the size of the final college. Then, under
our assumption about the behaviour of the final college, the
Doge elected is from this faction with probability

> P

j>c/2

if ¢ is odd, and probability

1
Z p; + 5p0/2
j>c/2

if cis even.
3.4. Probability of a minority Doge

If a faction hasf members, this means that the college
for the first round of the protocol (which is the entire elec-
torate) containg members of this faction with probability
1. By repeatedly using the formulae in Subsection 3.3, it
is therefore possible to calculate the probability thata fa
tion member is elected Doge. The formulae can also be
used to calculate the probability that a faction member is
elected Doge if the election protocol is altered to become
a truncated protocol in which the final round of voting for
the Doge is done by the college for a round earlier than the
tenth. Figure 1 shows the probability that the candidate sup
ported by less than half the electorate becomes Doge, for the
full protocol and various truncated protocols in an elezter
of size 480.

The horizontal axis shows the fraction of the electorate
that support the minority candidate, and the vertical ehés t
probability that this candidate is elected. The differama$
show the results if the final round of voting for the Doge is
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the members of the college in the two factions would have
had to negotiate with each other in order to decide whom to
elect to the next college. If either faction was not satisfied
they would have the power to stall the election indefinitely.
(In practice, no election of a Doge stalled.) This feature

031 offers a protection to minorities in addition to the posisibi

, ity of the election of a minority Doge; sizeable minorities

/ 1 would be quite likely to reach a position during the elec-

tion process during which they had some power to negotiate

i favourable treatment from the majority, even if the majorit

/ candidate won.

o e The probability of this happening can be calculated by
0 005 01 015 02 025 03 035 0.4 045 05 repeatedly using the results of Subsection 3.3. The result

for n = 480 is plotted in Figure 2.

0.2 r

Probability of minority doge

Fraction of population in minority faction

Figure 1. Probability of electing a minority

Doge, for the protocol truncated at rounds 09 ' ' ' '
2,4,6,8, and not truncated: lower lines corre- s 087 I
spond to earlier truncation § 0.7 | 1
g o6f 1
=]
8 os5¢ :
done by the electoral college for the second, fourth, sixth, “% 04 i
eighth or tenth round. The 1268 protocol has ten rounds, 5 .| |
and the other three lines show the results of truncated pro- £
tocols. The line for each protocol lies above those for the § 0.2 ¢ |
protocols which are truncated versions of it, so the effecto « 0.1 | 1
additional rounds of voting is to increase the chances of mi- 0 ‘ ‘ ‘ ‘
nority candidates becoming Doge. However, as can be seen, 0 50 100 150 200 250

the effect of each additional pair of rounds is smaller, and a Size of minority faction

12-round protocol is unlikely to have a very different effec
from a 10-round protocol; so the oligarchs were sensible to
stop the protocol at the 10round.

This result shows that the protocol offers some support
to minorities—in contrast to a simple majority protocolsth
protocol does offer the possibility that a minority candela Note that forn = 480 it is more likely than not that
becomes Doge—while ensuring that the most popular can-there is such a college during the election provided that the
didate is most likely to win. minority candidate has at least 138 supporters, about 29%

Since we assume that the Doge is supported by a major-of the electorate.
ity of the final college, which has 41 voters, a candidate with  If the size f of the minority faction is at least 43, then
fewer than 21 supporters cannot be elected. In some modthere will be such a college at some point during the elec-
ern voting systems using proportional representation-o af tion if and only if the college for the third round is of this
ford some protection of minorities (such as the electorsd sy type. It follows that if f > 43 there is a simple formula for
tems in Germany, Russia and New Zealand), representatiorthe probability that the election process forces a negdotiat
is only offered to parties with at least 5% of the votes [17]. between the factions: it is equal to
Five percent of an electorate of 480 voters is 24 voters. 6

(D6

Our assumptions about the behaviour of voters in such a col-

lege can be dropped without affecting this formula. If there
It is possible that during the election process there is are more than two factions, the probability of this occugrin

some college in which neither faction has as many membersduring the election is of course even higher.

in the college as the required minimum number of approval  For the potential application to leader election protocols

votes for the election by that college. When that happened,in computer science, this feature is not very useful, bexaus

Figure 2. Probability that at some stage dur-
ing the election process there is a college in
which the factions have to negotiate

3.5. Probability of the election forcing a negotiation
between factions



software processes are not (yet) as skilled at negotiation a P, the voters with greatest expected gain are those who
Venetian oligarchs were. Our suggestion is that for this ap- support a candidate with only just over half the votes. So
plication, when there is a college in which no faction con- under either of these two protocols there is a possible dange
tains as many members as the minimum number of votesthat supporters of a popular candidate might try to dissuade
needed for election by the college, the membership of theother voters from supporting him. The proto@d) has the

next college should be chosen as close to proportionally asproperty that the expected gain is largest for supporters of

possible; this does not require any negotiation. candidates whose factions contain 357 oligarchs, which is
about 3/4 of the electorate. Thus, this protocol encourages
3.6. Expected gain by voters the building of broad factions. As the number of rounds

in the election increases, the faction size giving the héghe

There were strict laws limiting the actions of a Doge and €xpected gain to faction members increases.
making it difficult for him to use his office to enrich him-
self. However, it is plausible that a successful candidate 3.7. Resilience
for Doge would reward the members of his faction. Sup-
pose the Doge, if elected, divides a fixed bounty between |n the election for the Doge, voters were required to act
the other members of his faction. An interesting metric t0 for the general social good (or, at any rate, for the good
calculate is the expected fraction of the bounty gained by aof the oligarchs of Venice). Before the final college voted,
voter in a faction of a particular size whose candidate would ggch member of the college had to each swear an oath that
do this if elected. This is the probability that a faction of he would act for the good of the Republic. However, it
that size elects their candidate, divided by one less than th js plausible that a voter might be corrupted into voting in
faction size. (One less, because the candidate is part of thgayour of a candidate that he thought might not be the best
faction, but does not receive any of the bounty.) The larger for the Republic in general. In return for a bribe or per-
the value of this metric for a particular faction size, thereo  gonal favour, he would join the candidate’s faction: that is
attractive it is to be a member of a faction of this size. in rounds other than the final one he would approve an oli-

Figure 3 shows the results for three election protocols; garch for the next college if and only if the oligarch was a
simple majority (with ties resolved randomly), probaliiis  member of the candidate’s faction, and in the final round he
proportional representation (in which all voters placeip sl \yould vote for the candidate.
of paper naming their preferred candidate in an urn, one is |, thjs subsection we give a formal way of comparing the
selected at random, and the candidate that it names wingesijience of different protocols, and use it to compare the
the election), and the protocol actually used for the &ecti  (ggilience of the three election protocols investigatethin
of the Doge. In the rest of this paper we will denote these eyious subsection. The question considered is this: sup-
protocols byP,,, Pp andPp respectively. pose that an attacker wishes to have probability at léast

that his favoured candidate becomes Doge. What percent-

0.0045 "doge election protocd) age of the electorate does he need to corrupt to obtain this?
0.004 | _|\_simple majority 1 Intuitively speaking, the higher this percentage is, theeno
proportional representation resilient the protocol is
0.0035 8 P o )
- In general, the probability that the attacker’'s candidate
> 0.003 | will win depends on what proportion of the electorate will
S 00025 ] support the attacker's candidate without being corrupted,
‘% 0.002 1 and the strategies that the uncorrupted voters follow, dis we
E o005 | | as ond and on the percentage of voters that are corrupted.
e For some protocols it will depend also on the exact choice
0.001 | of which voters are corrupted, rather than just the percent-
0.0005 7~ 1 age. It will also depend on the size of the electorate, al-
oLl . . . . . though for sensible protocols the answer will not vary much
0 50 100 150 200 250 300 350 400 450 500 with the size of the electorate provided that the electdsate
Faction size large. In order to deal with these variations, we measure the
Figure 3. Expected gain by a voter in a faction maximum percentage of the voters that the attacker needs to
of a given size corrupt over all possible strategies by uncorrupted voters

the limit as the electorate tends to infinity, assuming that t
attacker corrupts the best possible set of voters to fulfill h
For Pp, it turns out that the more unpopular a candidate goal.
is, the greater the expected gain by their supporters. For Several researchers have investigated the resilience of



leader election protocols. Antonakopoulos [2] gives the comparing different protocols, therefore, it is not readula
following typical definition of resilience (among several to expectone protocol to be more resilient than the other on
equivalent variants): the entire interval [0,1]. If the protocols satisfy the cend
tions described above, in general one will be more resilient
Definition 3.1 (e-resilience)Lete > 0 be a constant inde-  over some proper sub-interval of [0,0.5], and the other more
pendent of the number n of voters. A leader-election proto-resilient in the mirror sub-interval of [0.5,1]. The choice

col P is callede-resilientfor ¢ = b(n) if and only if for all of protocol will depend on whether it is more important to
sufficiently large n prevent attackers from gaining small advantages easily, or
to hinder attackers who have the ability to corrupt a large
failp(n,b(n)) <1—e¢ proportion of the electorate.

We will now give results for the three election proto-
cols Pys, Pp, Pp considered in the previous section. It
is straightforward to check tha{P,,, d) is zero ford = 0
and 0.5 otherwise, anf{Pp,d) = d for all din [0,1]. The

Antonakopoulos and other researchers in this area focusvaIue of the functio(Pp, d) does not have such a simple

on distributed elections where the uncorrupted voters pe-EXPression: itis the valugsatisfying
have randomly, and where attackers and corrupted voters 9
may try to influence the outcome of the election by tun- Z [a; - (9) g(1—q)° ] =d
ing their “random” inputs. In the Venetian election, un- 7
corrupted voters in the same faction cooperate with each
other, and the lot-drawing during the protocol is the source whereaq; is the probability that a faction witlf members
of the randomness. So results previously proved about theand exactly; members in the college for round 3 will have
resilience of leader election protocols under the assumpti  one of their members elected Doge, if rjaon — f} >
that the participants are the source of randomness do noti3. (This probability is the same for all values pfandn
necessarily apply for the election protocols we are study- satisfying mir{ f,n — f} > 43). The values ofi; can be
ing here. However, we can still use the definition above to calculated using the results of Subsection 3.3: theyigre
compare the resilience @, Pp, andPp. a1 = az = 0, ag ~ 0.1955, ay ~ 0.3929, a5 ~ 0.6071,

In order to achieve a probability at leasbf having his ag =~ 0.8045, a7 = ag = ag = 1.
favoured candidate elected Doge under the protocol P, the  The functions;(Pas, d), ¢(Pp, d) andg(Pp, d) are plot-
number of candidates that an attacker will need to corruptted in Figure 4. On the interval [0.0001,0.4999}; is more
(for any choice of strategies by the uncorrupted voters, in aresjlient tharPp and less resilient tha®,,. On the mirror
large electorate) ig(P, d) - n, where interval [0.5001,0.9999]P), is less resilient tha®p and
more resilient tharP,,.

where failp(n,t) is the probability that an attacker who
corrupts the best possible setiofoters to fulfill his goal
will fulfill it.

=0

q(P,d) = sup{q: Pis (1 — d)-resilient fort = ¢ - n}

If limy,—o failp(n, q-n) is astrictly increasing functionof ~ 3.8. Finding a compromise
g—which is true if P is one of the protocol®p, Pp—then

4(P. d) is just equal to the satisfying If one does not assume that the oligarchs were divided

into two main factions only, but that there was a set of eligi-
ble candidates supported by groups of various sizes, then
If D is an interval of [0,1] andP;, P, are election pro-  the election process would somehow have to arrive at a
tocols, we say thaP; is more resilient thar®, on D if and compromise candidate. We assume in addition that there
only if ¢(P1,d) > q(Ps,d) foralld € D. is sufficient familiarity between the oligarchs so that thei
For all protocolsP, ¢(P,0) = 0. Inthe case that(P, d) preferences were known to others in principle. To analyse
is a continuous function af € [0, 1] and that the probability —how a compromise might emerge in this election process,
of an attacker’s candidate winning does not depend on thewe have modelled the election process as follows.
precise identity of the corrupted voters, but only on their  Each oligarch has an ordered list of ten preferred candi-

limp—oo failp(n,g-n)=1—d

number, we have that(P,d) + ¢(P,1 — d) = 1. It fol- dates. Let;; be the candidate in positionin the list of

lows that if two protocol$?; and P, both satisfy this case, oligarchi. When a new college is elected, the members of
and P, is more resilient tha®, on an interval {1, co] with the electing college pick those oligarchs whose preference
0 < c1 < ey < 0.5, thenP; is more resilient thad? on are closest to their own. Assuming that they hold stronger

[1 — ¢2,1 — ¢1]. The same result holds #, is replaced views about candidates at the top of their list, we attach the
by simple majority voting (with a coin-toss for a tie). When weight% to positionj. The similarityc (i, m) between the
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Figure 4. Fraction of voters in a large elec- Figure 5. Initial weighted preferences per
torate that it is necessary for an attacker to candidate.

corrupt to ensure a given probability of get-
ting his candidate elected.
puted for each candidaf€é as

10
1
preferences of oligarchsandm is given as ;{ 2; o(cij, X)§
3 Jj=
10 10 1 are given in fig. 5. This might suggest that the election pro-
o(i,m) = Z Z 8(cij, cmk)m, cess had the prope_rty of amplifying small advantages in an
J=1 k=1 initially more chaotic preference landscape.

We have also examined the influence of the number of
whered(cij, cmi) = 1if ¢;j = ci and zero otherwise. rounds on the result. We have run our experiment for a

To decide the members of the next college we add the simi-Six round protocol where rounds 5-8 have been omitted,
larity scores of all electors and take the required number ofan eight round protocol where rounds 7—8 have been omit-
members with the highest overall score. (In this computa- téd, and a twelve round protocol where rounds 7-8 are re-

tion, similaritieso (i, 7) are not included.) The last college Peated. The election results given in figure 7 show that the
C elects the candidat®¥ who maximizes move from a six round protocol to an eight round protocol

significantly increases the advantage of the favourites, bu

10 1 the move to a ten round or twelve round protocol has little
Z Z d(cijs X)5 impact on the expected outcome. Hence, also this experi-
ieC j=1 ment suggests that there were merits in not going beyond
ten rounds.

Using this model, we performed the following experi-
ment. We assume that all oligarchs are eligible. All posi- 4. Criteria for randomized election protocols
tions in the preference vectors are selected at randomi(equa
distribution) but for any fixed the entries;; have to be dif- In this section we will suggest some general criteria for
ferent. Differences in the popularity of candidates aresthu judging randomized election protocols, and apply them to
only the consequence of this random selection. We then runthe Doge election protocol. Since standard criteria fogjud
the election 10000 times and record which candidate wasing election protocols do not assume that there are only two
elected how often. The 10000 runs are all made with the factions, in this section we will drop that assumption, and
same preference vectors: the source of variation in the win-consider the behaviour of the Doge election protocol when
ning candidate is just the drawing of lots that takes place there may be more than two factions. We will however re-
during the election. We have run this experiment with three tain our assumptions from Subsection 3.2 on how faction
different sets of preference vectors and found that in eachmembers vote.
case there was one candidate who was chosen in 2000-2500 Cretney’s resource site for election methods [5] lists
of the election runs (see fig. 6 for the results of one suchtwelve criteria for judging election protocols; these erit
experiment). The initial advantages of the candidates;com ria are given in the Appendix to this paper. Not one of the
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twelve criteria holds for the Doge election protocol. The
problem is that the criteria are not suitable for judging-ran
domized protocols. The criteria generally take the form “If
X wins, and some particular changes are made to the voter
preferences or set of candidates, therstill wins”; how-

ever for a randomized protocol, such as the Doge election
protocol, if X wins andno changes are made to the voter
preferences or set of candidates, tiémmay not win next
time.

Cretney’s resource site also lists election protocols, and
two of those listed are randomized (“Random”, in which
every candidate has an equal probability of winning, and
“Random ballot”, which isPr). Randomized election pro-
tocols have the drawback that it may be more difficult to
detect when they have been incorrectly implemented. How-
ever their use for important purposes is certainly not con-
fined to 13t century Venice—for example, jury selection
systems are usually randomized. There appears therefore to
be a need for criteria for judging randomized election pro-
tocols.

It is possible to generalize each of the criteria listed by
Cretney so that they can be sensibly applied to random-
ized protocols. In most of the cases it is enough just to
replace X wins” with “ X is the candidate with the high-
est probability of winning” and X loses” by “X is not the
candidate with the highest probability of winning”. This
gives straightforward generalizations of the Majorityn€o
sistency, Pareto, Secret Preferences, Concordet, Catcord
Loser, Independence of Clones, and Reversal Symmetry cri-
teria. Since they are straightforward we will not give the
definitions of these generalised criteria here.

In order to generalise the Smith criteria and Local Inde-
pendence from Irrelevant Alternatives, it is useful to éatr
duce the idea of generalised Smith seThis is the small-
est nonempty set of candidates such that foryalin the
set andZ not in the setY has a higher probability tha#
of winning the election if all candidates bt and Z are
eliminated. Note that the set of all sets with this propesty i
nonempty and nested; it follows that the generalised Smith
set always exists, and is unique. It is equal to the usual
Smith set if the election protocol is not randomized.

The Smith, Local Independence from Irrelevant Alter-
natives, Monotonicity and Mutual Majority criteria can be
generalised to the following:

Criterion 4.1. (Generalised Smith)If X has the highest
probability of winning,X must be a member of the gener-
alised Smith set.

Criterion 4.2. (Generalised Local Independence from
Irrelevant Alternatives) SupposeX is the candidate with
the highest probability of winning, a new candidateis

added, andy” is not in the generalised Smith set. Th&n



is still the candidate with the highest probability of wingi pendence of Clones, Reversal Symmetry, Smith, and Local
Independence from Irrelevant Alternatives for any protoco

Criterion 4.3. (Generalised Monotonicity) If X is not satisfying the highest rank property.

the candidate with the highest probability of winning, and  This leaves the Generalised Mutual Majority criterion. It

some of the voters change their mind so as to r&nkwer is easy to see that this property is satisfiedfy. How-
than they did before, theX is still not the candidate with  ever, it does not hold for all protocols satisfying the higihe
the highest probability of winning. rank property. For a start, it does not hold fBg;. As

an extreme example, suppose that there are 242 candidates
Criterion 4.4. (Generalised Mutual Majority) If thereis X, Xi,... Xo41 such that all ofX;, ... Xa4; have a fac-
a set of candidates for which a majority of voters rank any tion size 1 (so these candidates are supported by no-one but

candidate in the set higher than any candidate not in the themselves) and regas as their least favourite candidate,
set, then it is more likely that a candidate in the set will win Whereas the faction fok consists of all 239 other voters.

than that a candidate not in the set will win. If Generalised Mutual Majority held, theX should have
a probability less than 0.5 of winning—but undgs,;, X

Each of the generalized criteria reduces to the original Wins with probability 1.
case if the protocol is not randomized. They can therefore In fact, X also wins with probability more than 0.5 under
be used to compare protocols that are randomized with oned’n, S0 Pp does not satisfy Generalised Mutual Majority
that are not in a sensible fashion, as well as to compare dif-€ither. The reason thaf has a probability greater than 0.5

ferent randomized protocols. of becoming Doge undePp, is that the situation can arise
We will now determine which of the generalized criteria that the majority seX’, ... Xo4, have enough members in
are satisfied b7, Pp andPp. a college to give the minimum required number of approval

votes (and thus ensure that one of their candidates became
Doge) if they all voted for the same candidate, but they do
not, because they all have different candidates as faequrit
and the election is made proportionally to the faction sizes
in the electing college, thus leavirig with a chance of be-

ing elected. The faction supporting does not have this
problem—since it is only a single faction, if it has enough
members in some college formed during the election pro-

It follows directly from the highest rank property that cess to give the required number of approval votes, it will

the three protocols satisfy the generalised versions of themake_sur_e thak' is eletyzted. Th's difference n powers_of

Majority, Consistency, Pareto, and Secret Preferences cri coordination betvyeed(s faction and the_mgjonty set Is

teria. For the generalised version of Monotonicity, observ enough to outweigh ’the fa_ct that the majority set has two

that when the voters change their mind the number of vot- more members thali’s faction.

ers that rankX highest cannot increase, and the number of

voters that rank other candidates highest cannot decreasdy. Incumbent bias

so again all three protocols satisfy this because theyfgatis

the highest rank property. A possible reason for designing an election protocol to
Next, consider the following example. There are three have multiple rounds is to avoid favouring an incumbent.

candidatesX, X», X3 with faction sizes 200, 180, 100. In elections where the incumbent is allowed to stand, vot-

The voters who are not iiX;’s faction considerX; their ers may have some psychological inhibitions about vot-

least favourite candidate, so would join the remaining fac- ing against an incumbent in a single-round election, but

Observe that for the protocdl,; andPp, and also for
Pp under the assumptions that we have made on how fac-
tion members vote, candida® has a higher probability of
winning than any other candidate if and only if for every
candidater” not equal taX, the number of voters that rank
X higher than any other candidate is greater than the num
ber of voters that rank™ higher than any other candidate.
We will refer to this as théighest rank property

tion if their candidate were eliminated. The votersXn's multiple-round elections may allow strong alternative-can
faction consideiX, their least favourite, so would joi3’s didates to emerge in discussions.
faction if X; was eliminated. Doges were elected for life (although a few were made to

Under any protocol satisfying the highest rank property, resign before they died). So in an election for Doge, the in-
the candidate with the highest probability of winning the cumbent could not stand. Election for life could be viewed
election for this example is{; if no candidate is elimi-  as an extreme case of favouring the incumbent. On the other
nated;Xs if X; or X5 is eliminated; andXs if X3 is elimi- hand, according to Maranini ([12], p.274), older candidate
nated. The sef X5, X3} is a clone set, and the generalised were preferred by voters in order to mitigate the risk of elec
Smith set is{ X3}. It can be checked that with appropri- tions for life. Indeed, the Doges elected under this prdtoco
ate choices forX, this furnishes a counterexample to the did not tend to last long. The mean and median numbers
generalised versions of Concordet, Concordet loser, Inde-of years served—measured as the date of death or resigna-



35 , : : : : of the advantage to the incumbent family appears to be the
abolition in the mid-11th century of the practice of allogin
sor , 1 Doges to appoint a co-regent, who was effectively his des-

ignated successor ([15], p.66). No Doges from the incum-

] bent family were elected between then and 1268. However,
20 + | | 1 1 the large number of rounds of the 1268 protocol may have

helped to ensure that a strong incumbent bias did not creep
back after this date.

25 ¢ b

date of death or resignation minus date of election

10 i The election of two pairs of successive Doges from the
same family after 1268 might have been the result of resid-
5 1 ual incumbent bias, but it is also consistent with there dpein
0 ‘ no bias in favour of (or against) the incumbent family, but a
0 20 40 60 80 100 120 strong bias limiting the number of families from which the
Doges in chronological order Doge might be elected. If each of the 75 Doges after 1268

had been independently selected in such a way that each of

the 44 families which produced Doges had an equal chance

of being the family of the Doge selected, and no other fami-
ggies had a chance, then it would have been (just) more likely

tion minus the date elected—by these 75 Doges were 6.
and 6 respectively. (This compares to mean and mediarth@n not that at least two of the Doges selected would be

reign lengths of 19.85 and 14 years for the English monar-T0M the same family as the Doge preceding them. If the

chs whose reigns began within the time period during which number of families with a chance had been 206—the num-
this protocol was used in Venice). In contrast, the mean andper of oligarch families in the late 13th century—rathertha

median lengths of service of the 43 Doges before 1268 Were44’ there would still have been a 5% chance of two or more

11.35 and 11 years. Thus, if it is correct that the oligarchs SUCh Doges being selected. (We are not suggesting that the

wished to reduce the incumbent advantage by electing Do-209€s were selected this way. This calculation is only in-
ges who were unlikely to remain for many years, it appears tended to show that the data do not imply an incumbent bias
that the 1268 protocol was more effective than the previ- after 1268.)
ous, simpler election protocols at reflecting this wish &f th
electorate. 6. Why these numbers?
Figure 8 shows the lengths of service of the Doges in
order of election; the Doges from number 44 onwards were | ines ([11], p.157) says about the college sizes and min-
elected using the 1268 protocol. It can be seen that Dogesmum approval numbers for the 1268 protocol that “After
with 5 or fewer years of service occur more frequently after some effort to find a logical or probabilistic structure be-
the introduction of this protocol. hind the numbers used in the scheme, | finally attributed
The Doge with the longest service, 34 years, was electedthem to the whims of Zorzi and/or his cohorts.” (The 1268
post 1268; interestingly this was Francesco Foscari, the al protocol was designed either by Ruggero Zorzi, or by Zorzi
leged beneficiary of tactical voting mentioned earlieristh  and others.)
paper. It can be speculated that if the revised election rule In an earlier version of the protocol, used in 1178, the as-
using concurrent voting during ballots had been introduced sembly of all the voters elected a college of 4, who elected a
before this election rather than after it, the election rhigh college of 40, who elected the Doge by majority voting. The
have been won instead by the admiral Pietro Loredan, con-minimum number of approval votes required for the elec-
sidered the most likely candidate for the Dogeship, who tion by the college of 4 was 3. In all the rounds but the final
died 16 years after the election. one of the 1268 protocol, the minimum number of approval
Another way of thinking about incumbent bias in the votesrequiredi$3c/4], wherec is the current college size.
election of the Doge is to consider not the issue of the sameAs far as we are aware, no-one else analysing this protocol
oligarch winning two consecutive elections (which was im- has noted this simple formula, which is a straightforward
possible), but the issue of the election of an oligarch from generalization of the value of 3 for a college of 4. It has the
the same family as the previous Doge. This happened twicegeneral property that if the college is split intdactions of
in the 75 elections after 1268; in each case the two successizesf; > f» > ... f., then no two or three factions can
sive Doges were brothers. In contrast, seven of the 43 pre-unite to obtain the required number of approval votes unless
1268 Doges came from the previous Doge’s family, and— at least one of these factions has sfzgso it is not possible
ominously for a Republic—in six of these cases the Doge- for a pair or triplet of allied smaller factions to outvoteeth
ship passed from father to son. The reason for the reductiorargest faction. In fact, for the college sizes used in ttee pr

Figure 8. Lengths of service of Doges



tocol, it is not possible even for an alliance of four smaller was changed, presumably because it was noticed that there
factions to outvote the largest faction. was a risk that the appointed oligarch might not draw fairly,

The number of approval votes required for the election and from then on the drawing of lots was carried out by a
in the final round of the protocol, 25, is less than 3/4 of baloting, a boy who was selected as the first boy seen by
the college size of 41, perhaps reflecting the difficulty of the oligarch with a particular public position—the younges
reaching a decision in a relatively large college. Itiseétma member of the inner council of state—after this oligarch
[3¢/5] wherec is the college size, although it may not have finished praying at St Mark’s Basilica on election day. (The
been selected for that reason. As mentioned in section 3.1title “balotino” is derived from “balota”, the Venetian wir
Coggins and Perali [4] have pointed out that under certainfor the ballot ball used in the Doge’s election; the modern
conditions on voter preferences the value 25 is exactly theEnglish word “ballot” is derived from the same Venetian
one that makes the system as stable as possible. word.)

We have experimented with some different sequences of  Since the balotino was selected as the first boy to appear
college sizes. In order for the results after 10 rounds to beat a certain place and time known to everyone, it could be
close to the results after 8 rounds, it is important for the co  possible to train a boy to favour your faction when drawing
leges drawn by lot to be not too close in size to the collegeslots, and to release this boy at just the right place and time
from which they are drawn. Apart from this effect there are to become the balotino.
broadly similar results for all the sequences we tried. To reduce this vulnerability, it would have been better

The college sizes may have symbolic meanings relatingto choose the place of selection of the balotino at the last
to religion or to the history of Venice; or, they may reflect minute, using a method relying on more than one oligarch
sizes of known factions. If there was a powerful faction con- for the choice. Moreover it might have been wise to intro-
sisting ofn families of oligarchs, the protocol might have duce a process allowing oligarchs to raise an objection to a
been designed to include a college with size+ 1 or with balotino who appeared to be biased.

a requirement that the number of approval votes is at least For modern applications, there are services [14, 20, 7]
n + 1. For example, the 25 approval votes required in the which provide random numbers over the Internet, and in
final round might have been chosen to ensure that in ordersome cases also the code to produce them locally from a
to be elected a Doge would need the approval of at leastsource of random noise. There are ways of combining “ran-
one voter who was not a member of one of the 24 founding dom” bit-strings from several different sources so thanif a
families of Venice. of the strings are random, then the resulting string will be

The final college size of 40 from which the Doge was random as well.
voted by majority in the 1178 protocol has an obvious draw-
bgc_k: the possibility ofa t_ie. In 12_29 the election for Doge 8. Why is the protocol so complicated?

did indeed reach a tie (which was finally resolved by a draw-
ing of lots) and the election rules were amended to make the

final college size 41. This final college size was retained for . The ”_‘OSt obvious feature of the 1268 proto_col Is that it
the 1268 protocol. is complicated, and would have taken a long time to carry

At first glance it appears odd that the protocol begins OUt'V Fratr_lcesc(j) D<ta Mgstot(u;e;jhin [12]) s’:a\y; tha_t hEvleSn
by picking 30 voters out of the entire electorate, and then we Venetians don't understand the system”. Norwich [15]

9 out of these 30, rather than directly picking 9 out of the ends his description of the protocol with the comment that

electorate. We suspect that this was done to compensateWIth a system so tortuously involved as this, it may seem

for technical limitations of the lot-drawing process. The remarkable that anyone was ever elected at all (p.1_67):

selection by lot was implemented by picking ballot balls L_Jnder the hypothe5|s that no voters change their mind
from an urn. It would have been difficult to properly mix during the electior_i process, the process need .”°t usuglly
480 ballot balls inside the urn, but much easier to do so take as_long as might appear..This IS becausg .'f a faction
for 30 ballot balls. Therefore the two-round process would supporting one particular_ (_:andid_ate and containing at leas
have given a more random result than picking the 9 directly 43 voters of different families gains at least as many mem-

by drawing lots from an urn containing 480 balls. bers in some college as the minimum number of_approval
votes required for elections by this college, then it can be

announced at once that this faction’s choice will be elected
7. An attack on the protocol Doge, because the faction will be able to control the results
of the elections by all subsequent colleges. This fact can
The easiest way to attack this protocol is probably be used to shorten the process when the voters are comput-
through its random number generator, that is, the personers. However, it is plausible that in Venice no such short-
who draws the lots. Originally the drawing was carried ening would have been be allowed, so that the voters in the
out by an oligarch appointed for the task. In 1328 this rule winning faction would have the opportunity to change their

@



minds between rounds, or to forge alliances advancing theirthe protocols gratuitously complicated. We thereforeroffe
second-choice candidates. a simplified version of the Doge election protocol.

It has been suggested that the complexity of the proto- The simplified protocol has seven rounds rather than ten,
col was an aesthetic choice by the Venetian oligarchs. Cer-and its college sizes for rounds two to seven are 9, 45, 9,
tainly the Venetian Republic produced some very complex 45, 9, 45, with a minimum of 7 approvals out of 9 required
and highly ornamented music and architecture. It is alsoin each round of election type: otherwise it is the same as
possible that it was complex simply because no simpler pro-the original. For all faction sizes the original and simplifi
tocol with the properties that were wanted had been found.protocols differ by less than 0.001 in the measures plotted
We suspect however that this complexity served a particularin Figures 1 and 4, and by less than 0.0002 in the measures
function: that of security theatre. plotted in Figures 2 and 3.

8.1. Security theatre in the Venetian Republic 9 Acknowledgements
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In the context of the election of the Doge, the complex-
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Appendix: Standard criteria for judging elec-
tion protocols

Criterion A.1. (Majority) If a candidate is the favourite
of a majority of voters, that candidate must win.

Criterion A.2. (Consistency) For any way the voters are
divided into two groups, ifX is the winner for elections by
both groups independently’ must also be the winner if
the voters are not separated.

Criterion A.3. (Pareto) If candidate X is preferred to
candidateY” by every votery” must lose.

Criterion A.4. (Secret Preferences)If candidate X

S, then the original winner must also win the new election.

Criterion A.8. (Reversal Symmetry) If candidateX wins
(excluding ties), and all rankings by voters are reversed,
thenX must lose.

Criterion A.9. (Smith) The winner must be a member
of the Smith set,which is the smallest honempty set of

pairwise beats.

Criterion A.10. (Local Independence from Irrelevant
Alternatives) If an election produces winnek, a new
candidateY is added and another election takes place,
andY is not in the Smith set, the new election must also
produce winnerX .

Criterion A.11. (Monotonicity) If candidateX loses, and
then one or more voters change their minds so as to rank
X in lower positions without changing the relative position
of other candidates, theR must still lose.

Criterion A.12 (Mutual Majority) If there is a majority of
voters for which it is true that they all rank a set of candi-
dates above all others, then one of these candidates must
win.

wins, and some of the voters change their minds about the

relative preferences they give to candidates to which they

prefer X, X must still win.

Criterion A.5. (Concordet) If a candidate X pairwise
beats every other candidate, th&hmust win the election.

Criterion A.6. (Concordet Loser) If a candidate X
pairwise loses to every other candidatg, must lose the
election.

Criterion A.7. (Independence of Clones)A clone sefs a

setS of candidates such that if any voter ranks a candidate

Y higher than somé&7 in S and lower than som&5 in S,
thenY isin S. If S is a clone set of size 2, and some

candidate inS is eliminated and the election held again,

then, if the original winner was i, the winner for the new
election must also be if. If the original winner was not in



